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Abstract: For the intelligent vulnerability detection, the system extracts the graph structured source code slices
according to the vulnerability characteristics from the program dependency graph of source code, and then presents
the graph structured slice information to carry out vulnerability detection by using the graph neural network model.
Slice level vulnerability detection was realized and the vulnerability line was located at the code line level. In order
to verify the effectiveness of the system, compared with the static vulnerability detection systems, the vulnerability

detection system based on serialized text information, and the vulnerability detection system based on graph
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structured information, the experimental results show that the proposed system has a high accuracy in the

vulnerability detection capability and a good performance in the vulnerability code line prediction.

Keywords: vulnerability detection, graph structure, code slice, deep learning
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0.60 932%  84.8%  88.8%  13.1% 37
0.65 92.8%  86.8%  89.7%  13.4% 4.7
0.70 89.2%  89.4%  89.3%  12.5% 55
0.80 93.7%  854%  89.4%  11.3% 8.1
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Table 2 Index comparison results of between the
proposed system and SySeVR system

Kol & 458 P R F1 ToU V|

SySeVR &% 84.6%  945%  893%  7.9% 13.3%
KILRGE 92.8%  86.8%  89.7%  13.4% 4.7%
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Table 3 ndex comparison results of between the pro-
posed system and Devign system

o R 4 P R F1
Devign &4t 36.1% 100.0% 53.1%
KRG 92.8% 86.8% 89.7%
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Table 4 Index comparison results of four vulnerability
detection system

il R 5 P R Fl
RATS #%t 12.8% 14.7% 13.7%
Flawfinder 3 4; 22.8% 29.6% 25.7%
Checkmarx Z4¢ 30.9% 43.2% 36.1%
KRG 92.8% 86.8% 89.7%
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